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Zscaler Experience

Zscaler:  una leader del Gartner® Magic Quadrant™ 2023 per il Security Service Edge (SSE)
Scarica il report completo
[image: report-gartner-mq-security-service]

Il tuo mondo, in sicurezzaScopri il potere trasformativo dello zero trust.




Il valore aggiunto di Zscaler
Il valore aggiunto di ZscalerScopri il security cloud più grande al mondo
Storie di successo dei clienti
Riconoscimenti degli analisti
Machine learning e IA secondo Zscaler
Riduci il tuo impatto ambientale



I fondamenti dello zero trust
I fondamenti dello zero trustCosa si intende per zero trust?
Cosa si intende per Security Service Edge (SSE)?
Cosa si intende per SASE (Secure Access Service Edge)?
Cos'è lo ZTNA (Zero Trust Network Access)?
Cosa si intende per Secure Web Gateway (SWG)?
Cosa si intende per CASB (Cloud Access Security Broker)?
Cos'è una piattaforma di protezione delle applicazioni native del cloud (CNAPP)?
Risorse sullo zero trust






Prodotti e soluzioni

[image: Proteggi gli utenti]
Proteggi gli utentiOffri agli utenti un accesso fluido, sicuro e affidabile alle applicazioni e ai dati..



[image: Proteggi i carichi di lavoro]
Proteggi i carichi di lavoroSviluppa ed esegui app cloud sicure, abilita la connettività zero trust al cloud e proteggi i carichi di lavoro dal data center al cloud.
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Proteggi IoT e OTFornisci una connettività zero trust ai dispositivi IoT e OT e un accesso remoto sicuro ai sistemi OT.





Prodotti
ProdottiTrasforma la tua organizzazione con servizi nativi del cloud al 100%
Accesso sicuro a Internet (ZIA)
Secure Private Access (ZPA)
Esperienza digitale (ZDX)
Protezione dati (CASB/DLP)
Posture Control



Ambiti di applicazione delle soluzioni
Ambiti di applicazione delle soluzioniFai crescere il tuo business con soluzioni zero trust che proteggono e connettono le risorse aziendali
Protezione dalle minacce informatiche
Data Protection
Connettività zero trust
Business Analytics
Alternativa alla VPN
SASE Zero Trust
Integrazione accelerata durante fusioni e acquisizioni
Ottimizza le esperienze digitali
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Lo zero trust per IoT/OT
Trova un prodotto o una soluzione
Integrazioni con i partnerSoluzioni per l'industria e il mercato






Piattaforma

piattaforma zero trust exchangeScopri il modo in cui Zscaler offre lo zero trust tramite una piattaforma nativa del cloud e il security cloud più grande del mondo
piattaforma zero trust exchangeTitle Link
[image: Zero Trust Exchange]


Trasformati con un'architettura zero trust
Trasformati con un'architettura zero trustAccelera il tuo percorso di trasformazione
Trasformazione digitale sicura
Trasformazione della rete
Trasformazione dell'applicazione
Trasformazione della sicurezza



Proteggi gli obiettivi aziendali
Proteggi gli obiettivi aziendaliRealizza i tuoi progetti di business e IT
Garantisci la continuità operativa in sicurezza
Accelerate M&A and Divestitures
Consenti all'azienda di combattere le recessioni
Proteggi la tua forza lavoro ibrida
Scarica Zscaler Client Connector






Risorse

Approfondisci le tue conoscenze, entra in contatto con altri professionisti e ricevi assistenza
Esplora gli strumenti e le risorse per accelerare la trasformazione e tutelare la tua organizzazione
Approfondisci le tue conoscenze, entra in contatto con altri professionisti e ricevi assistenzaTitle Link
Dare voce ai veri innovatori del mondo digitale e dello zero trust
Visita ora
[image: CXO REvolutionaries]



Centro risorse
Centro risorseNon perdere gli ultimi aggiornamenti sulle best practice
Libreria delle risorse
Blog
Storie di successo dei clienti
Webinar
Zpedia



Eventi e formazione
Eventi e formazioneTrova programmi, certificazioni ed eventi
Prossimi eventi
Zenith Live
Zscaler Academy



Ricerca e servizi di sicurezza
Ricerca e servizi di sicurezzaConsulta con facilità le ricerche e gli approfondimenti
Analisi di ThreatLabz





Strumenti
StrumentiStrumenti pensati per te
Anteprima della sicurezza
Sicurezza e valutazione del rischio
Aggiornamenti degli avvisi di sicurezza
Divulga una vulnerabilità
Executive Insights App
Calcolatore del ROI della protezione dai ransomware



Community e assistenza
Community e assistenzaEntra in contatto con altri professionisti e ricevi assistenza
Customer Success Center
Zenith Community
CXO REvolutionaries
Portale di assistenza Zscaler
Scarica Zscaler Client Connector



Soluzioni per l'industria e il mercato
Soluzioni per l'industria e il mercatoScopri le soluzioni pensate per il tuo settore e il tuo Paese
Settore pubblico
Assistenza sanitaria
Servizi finanziari
Education
Vedi tutto
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Azienda

Informazioni su ZscalerScopri come tutto è iniziato e le previsioni per il futuro

PartnerIncontra i nostri partner ed esplora gli integratori di sistema e le alleanze tecnologiche

Notizie e annunciNon perdere gli aggiornamenti sulle ultime novità

Team di leadershipIncontra il nostro team di gestione

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Rapporti con gli investitoriScopri le ultime notizie, le informazioni sulle azioni e i report trimestrali

Environmental, Social and GovernanceScopri il nostro approccio ESG

CarriereUnisciti alla nostra missione

Centro stampaTrova tutto ciò di cui hai bisogno per parlare di Zscaler

ConformitàScopri di più sui nostri rigorosi standard

Zenith VenturesScopri di più sui nostri rigorosi standard
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Takeda Pharmaceutical Empowers Users Worldwide
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Accesso zero trust alle app
Blocca gli attacchi informatici
Proteggi i dati

[image: Takeda]
Profilo

	Azienda:Takeda
	Settore:Settore sanitario e farmaceutico
	Sede centrale:Tokyo, Japan
	Dimensione:47,000 employees in 110 countries


Contesto

The oldest pharmaceutical company in the world, Tokyo-based Takeda Pharmaceutical Company has more than 60 office and research locations in 110 countries around the world. From its Cambridge, Massachusetts offices, Takeda’s IT team manages systems for its global workforce.


Sfida

Replace VPNS with secure remote access from anywhere worldwide


Prodotti
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)



Risultati
Reaps significant cost savings from retiring network hardware,Simplifies security administration,Improves user experience for both end users and operations,Provides policy-based, secure remote access from anywhere,Accelerates the company’s zero trust journey,Displaced VPNs and slashed NGFWs from 320 to less than 20


Risultati
	Reaps significant cost savings from retiring network hardware
	Simplifies security administration
	Improves user experience for both end users and operations
	Provides policy-based, secure remote access from anywhere
	Accelerates the company’s zero trust journey
	Displaced VPNs and slashed NGFWs from 320 to less than 20
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Mike Towers
Chief Digital Trust Officer, Takeda
Now IT can instead provide “an app-by-app type of approach to give folks what they need, and not have to over-provision access. … With the Zscaler Zero Trust Exchange, we’re much more flexible with what we can provide.














Caso di studio del cliente









Merger drives transformation initiative
“When we acquired Shire PLC, we doubled the size of the company,” said Mike Towers, Takeda Pharmaceutical Company’s Chief Digital Trust Officer. Tasked with merging the security infrastructure of the two entities, Towers found himself having to integrate an incongruous patchwork of network hardware technologies and protect an even more widely dispersed user base.


The merger led to the creation of a corporate initiative to enable employees to work from anywhere. Towers prioritized four objectives: secure remote access, VPN replacement, better user experience, and a focus on control, regardless of whether a system is on premises or in the cloud.







Improving agility and protection without NGFWs
Fortunately, Takeda had already invested in the Zscaler Zero Trust Exchange and begun rolling out its Zscaler Internet Access (ZIA) service, initially to secure employee internet egress via the cloud and provide employees with a better, more consistent user experience no matter their location or device. But ZIA proved particularly valuable when Towers and his team were confronted with integrating what he called a “quite disjointed” network architecture.


“[The combined company] had about 320 firewalls in local sites, regional sites, core sites, and so on,” recalled Towers. “It was a very, very traditional, on-premises, network appliance-based architecture designed to protect the perimeter.”


Towers knew that this legacy castle-and-moat security infrastructure was already inadequate to provide the desired level of protection against cyberthreats, so the merger just accelerated Takeda’s migration to the cloud. “We were ready to move toward a zero trust type of model,” continued Towers. “We wanted to do that as quickly as possible, so we standardized on ZIA. By doing so, we displaced our next-gen firewalls.”


Implementing a zero trust approach with ZIA and the Zero Trust Exchange gave Takeda greater flexibility in enabling secure employee connectivity via local internet breakouts. “For our tens of thousands of employees spanning over 100 countries, we can apply the same security policies and provide a consistent experience—regardless of whether they are on premises or off,” Towers explained. “Because of that flexibility, Zscaler allows us to improve both user experience and security.”







Deploying remote access slowly…then very, very fast
In an industry built on research, Takeda Pharmaceutical Company relies heavily on internal development, and that requires extensive use of proprietary technologies, applications, and intellectual property. In the past, that dependence on machines that must stay on premises and regulatory pressures had prevented Takeda’s migration to the cloud.


Yet, looking to a cloud future, Towers envisioned a model of remote access for historically on-premises applications. “We wanted to provide secure access to those applications without granting access to the full network,” he said.


Consequently, Towers and his team turned to the Zero Trust Exchange and its Zscaler Private Access (ZPA) service, which provides fast, direct, secure access to private apps and services. The initial ZPA rollout proceeded cautiously, with deployment prioritized by both application and user. ZPA Towers also noted that Tokyo-headquartered Takeda — the oldest pharmaceutical firm in the world — is “values-driven,” and shifting to a cloud solution was a bit of a cultural change for the company.







We were ready to move toward a zero trust model. We wanted to do that as quickly as possible, so we standardized on ZIA. By doing so, we displaced our next-gen firewalls.
- Mike Towers, Chief Digital Trust Officer, Takeda










Goodbye VPNs
Deploying ZPA meant that Takeda could accomplish one of the initiative’s key objectives: replacing VPN hardware. “Remote access historically has meant remote network access,” said Towers. “We no longer think that way. … access should be more about the applications and services folks need.”


Besides providing more secure remote access, Takeda wanted to improve the user experience. “ZPA allows us to have the application accessed without somebody having to ever think about whether they must click some other window or some other emulation engine to get to it,” continued Towers. “We want to support that capability as quickly and with as little friction as possible.”







For our tens of thousands of employees spanning over 100 countries, we can apply the same security policies and provide a consistent experience—regardless of whether they are on premises or off.
- Mike Towers, Chief Digital Trust Officer, Takeda










When working from home becomes the new normal
As Towers and his team were progressing with a measured ZPA rollout at Takeda, the coronavirus outbreak hit. Like many multinational companies, Takeda saw its first operational impacts in China, where Towers notes branch offices were still using “legacy VPN infrastructure” on “dated network architectures that made application access and performance quite slow.” The solution? A “quick pivot to ZPA,” led by Towers and team.


But as the urgent need for employee remote access grew, Towers had to figure out how he and his colleagues around the world could sustain business continuity given such “unprecedented” challenges. “We’ve never had a situation where we have so many people working from home,” he says. “You practice for widespread work-from-home quite regularly, but no one practices with everyone doing it at the same time when all their children and families are home.” Access was one thing, managing crowded bandwidth was quite another: “Every worker [at home] is competing with Netflix and Xbox from the kids at the same time, so performance optimization for internet access is something that we’ve had to focus on.”


Towers and team looked at how Takeda users work with internal applications. They shifted Takeda’s “control and provisioning approach” so users would be concerned with which applications they needed to get their work done, and not so much with where those applications might reside. “We don’t want to think that way anymore,” Towers explained. “Now IT can instead provide “an app-by-app type of approach to give folks what they need, and not have to over-provision access.”







This is a good time to be a security professional because you don’t have to worry about trying to balance user experience and security anymore. You can do both!
- Mike Towers, Chief Digital Trust Officer, Takeda










Reaping cost savings and simplifying security
By leveraging the Zero Trust Exchange and its ZIA and ZPA services, Takeda has achieved what Towers calls “significant cost savings.” Retiring firewall hardware—from more than 320 appliances to a target of just a dozen—and VPN hardware eliminates a lot of future spending on upgrades and maintenance alone. As employees have shifted to local internet breakouts, Towers has also been able to do away with costly networks. “Ninety-eight percent of what [users are] going to is on the internet anyway,” he said. “We can get rid of a lot of expensive WAN links.”


In addition, after struggling with “a lot of niche point solutions,” Towers is now leveraging Cloud Access Security Broker (CASB) capabilities within the Zero Trust Exchange. “Zscaler can help us do more with CASB controls, be smarter with the data, and make better security decisions based on data,” explained Towers. “And because it’s in the cloud, and we’re already sending our traffic through it, we know that it will scale [and] be operationally stable.”







Looking toward a bright future
In the past two years, Towers and his IT team have had to adjust (much more adroitly than they could have imagined) to operational obstacles placed in their path. But though Takeda’s secure cloud transformation may be progressing at a faster-than-expected pace within the company, Towers remains optimistic.


“With the Zscaler Zero Trust Exchange, we’re much more flexible with what we can provide and since we’re running all our traffic through it, we know it can scale,” concluded Towers. “This is a good time to be a security professional because you don’t have to worry about trying to balance user experience and security anymore. You can do both!”
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Evaluating vendor relationships in the context of zero trust
Watch the Video


Industry-first zero-configuration data protection by Zscaler
 Read the Press Release


Lessons learned: Secure digital transformation at Takeda
 Read CXO Journey
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Probe CX
Visualizza la storia di successo
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City of Los Angeles
Visualizza la storia di successo
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Commonwealth Grants Commission
Visualizza la storia di successo
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SEAT S.A.
Visualizza la storia di successo
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Zscaler è universalmente riconosciuta come leader nel settore dello zero trust. Sfruttando il security cloud più grande del pianeta, Zscaler anticipa, protegge e semplifica il business delle aziende più affermate del mondo.


EnglishFrançaisDeutschItaliano日本Castellano - MexicoCastellano - EspañaPortugues - Brasil

[image: ]


Visita la nostra pagina FacebookLinkedinSeguici su TwitterIscriviti al nostro canale Youtube


Mappa del sitoPrivacyLegaleSicurezza
© 2024 Zscaler, Inc.
 Tutti i diritti riservati. Zscaler™ e gli altri marchi commerciali presenti su zscaler.com/legal/trademarks sono (I) marchi commerciali o marchi di servizio registrati o (II) marchi commerciali o marchi di servizio di Zscaler, Inc. negli Stati Uniti e/o in altri Paesi. Tutti gli altri marchi commerciali sono di proprietà dei rispettivi titolari.








