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Le vulnerabilità delle VPN ti preoccupano? Scopri come usufruire della nostra offerta per eliminare le VPN che include 60 giorni di prova gratuiti.
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Zscaler Experience

Zscaler:  una leader del Gartner® Magic Quadrant™ 2023 per il Security Service Edge (SSE)
Scarica il report completo
[image: report-gartner-mq-security-service]

Il tuo mondo, in sicurezzaScopri il potere trasformativo dello zero trust.




Il valore aggiunto di Zscaler
Il valore aggiunto di ZscalerScopri il security cloud più grande al mondo
Storie di successo dei clienti
Riconoscimenti degli analisti
Machine learning e IA secondo Zscaler
Riduci il tuo impatto ambientale



I fondamenti dello zero trust
I fondamenti dello zero trustCosa si intende per zero trust?
Cosa si intende per Security Service Edge (SSE)?
Cosa si intende per SASE (Secure Access Service Edge)?
Cos'è lo ZTNA (Zero Trust Network Access)?
Cosa si intende per Secure Web Gateway (SWG)?
Cosa si intende per CASB (Cloud Access Security Broker)?
Cos'è una piattaforma di protezione delle applicazioni native del cloud (CNAPP)?
Risorse sullo zero trust






Prodotti e soluzioni

[image: Proteggi gli utenti]
Proteggi gli utentiOffri agli utenti un accesso fluido, sicuro e affidabile alle applicazioni e ai dati..



[image: Proteggi i carichi di lavoro]
Proteggi i carichi di lavoroSviluppa ed esegui app cloud sicure, abilita la connettività zero trust al cloud e proteggi i carichi di lavoro dal data center al cloud.



[image: Proteggi IoT e OT]
Proteggi IoT e OTFornisci una connettività zero trust ai dispositivi IoT e OT e un accesso remoto sicuro ai sistemi OT.





Prodotti
ProdottiTrasforma la tua organizzazione con servizi nativi del cloud al 100%
Accesso sicuro a Internet (ZIA)
Secure Private Access (ZPA)
Esperienza digitale (ZDX)
Protezione dati (CASB/DLP)
Posture Control



Ambiti di applicazione delle soluzioni
Ambiti di applicazione delle soluzioniFai crescere il tuo business con soluzioni zero trust che proteggono e connettono le risorse aziendali
Protezione dalle minacce informatiche
Data Protection
Connettività zero trust
Business Analytics
Alternativa alla VPN
SASE Zero Trust
Integrazione accelerata durante fusioni e acquisizioni
Ottimizza le esperienze digitali
Zero Trust SD-WAN
Zero Trust Cloud Connectivity
Lo zero trust per IoT/OT
Trova un prodotto o una soluzione
Integrazioni con i partnerSoluzioni per l'industria e il mercato






Piattaforma

piattaforma zero trust exchangeScopri il modo in cui Zscaler offre lo zero trust tramite una piattaforma nativa del cloud e il security cloud più grande del mondo
piattaforma zero trust exchangeTitle Link
[image: Zero Trust Exchange]


Trasformati con un'architettura zero trust
Trasformati con un'architettura zero trustAccelera il tuo percorso di trasformazione
Trasformazione digitale sicura
Trasformazione della rete
Trasformazione dell'applicazione
Trasformazione della sicurezza



Proteggi gli obiettivi aziendali
Proteggi gli obiettivi aziendaliRealizza i tuoi progetti di business e IT
Garantisci la continuità operativa in sicurezza
Accelerate M&A and Divestitures
Consenti all'azienda di combattere le recessioni
Proteggi la tua forza lavoro ibrida
Scarica Zscaler Client Connector






Risorse

Approfondisci le tue conoscenze, entra in contatto con altri professionisti e ricevi assistenza
Esplora gli strumenti e le risorse per accelerare la trasformazione e tutelare la tua organizzazione
Approfondisci le tue conoscenze, entra in contatto con altri professionisti e ricevi assistenzaTitle Link
Dare voce ai veri innovatori del mondo digitale e dello zero trust
Visita ora
[image: CXO REvolutionaries]



Centro risorse
Centro risorseNon perdere gli ultimi aggiornamenti sulle best practice
Libreria delle risorse
Blog
Storie di successo dei clienti
Webinar
Zpedia



Eventi e formazione
Eventi e formazioneTrova programmi, certificazioni ed eventi
Prossimi eventi
Zenith Live
Zscaler Academy



Ricerca e servizi di sicurezza
Ricerca e servizi di sicurezzaConsulta con facilità le ricerche e gli approfondimenti
Analisi di ThreatLabz





Strumenti
StrumentiStrumenti pensati per te
Anteprima della sicurezza
Sicurezza e valutazione del rischio
Aggiornamenti degli avvisi di sicurezza
Divulga una vulnerabilità
Executive Insights App
Calcolatore del ROI della protezione dai ransomware



Community e assistenza
Community e assistenzaEntra in contatto con altri professionisti e ricevi assistenza
Customer Success Center
Zenith Community
CXO REvolutionaries
Portale di assistenza Zscaler
Scarica Zscaler Client Connector



Soluzioni per l'industria e il mercato
Soluzioni per l'industria e il mercatoScopri le soluzioni pensate per il tuo settore e il tuo Paese
Settore pubblico
Assistenza sanitaria
Servizi finanziari
Education
Vedi tutto
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Azienda

Informazioni su ZscalerScopri come tutto è iniziato e le previsioni per il futuro

PartnerIncontra i nostri partner ed esplora gli integratori di sistema e le alleanze tecnologiche

Notizie e annunciNon perdere gli aggiornamenti sulle ultime novità

Team di leadershipIncontra il nostro team di gestione

Partner IntegrationsExplore best-in-class partner integrations to help you accelerate digital transformation

Rapporti con gli investitoriScopri le ultime notizie, le informazioni sulle azioni e i report trimestrali

Environmental, Social and GovernanceScopri il nostro approccio ESG

CarriereUnisciti alla nostra missione

Centro stampaTrova tutto ciò di cui hai bisogno per parlare di Zscaler

ConformitàScopri di più sui nostri rigorosi standard

Zenith VenturesScopri di più sui nostri rigorosi standard
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Ciena Secures Digital Transformation Journey
and Builds Competitive Advantage with Zscaler
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Accesso zero trust alle app
Blocca gli attacchi informatici
Proteggi i dati
Connettività zero trust sul cloud
Ottimizza le esperienze digitali

[image: Ciena]
Profilo

	Azienda:Ciena
	Settore:Telecommunications
	Sede centrale:Hanover, Maryland, USA
	Dimensione:8,600+ employees in 35 countries


Contesto

Ciena is a networking systems, services, and software company that delivers best-in-class networking technology through high-touch consultative relationships. The company enables its customers to optimize their existing frameworks while incorporating new technologies and ways of working.



Sfida

Lead digital transformation and transform IT into a competitive advantage for the business


Prodotti
	Zscaler Zero Trust Exchange™
	Zscaler Internet Access™ (ZIA™)
	Zscaler Private Access™ (ZPA™)
	Zscaler Digital Experience™ (ZDX™)
	Zscaler Firewall Advanced™



Risultati
Secures work-from-anywhere access to internet, SaaS, and private applications,Cuts MPLS costs and help desk tickets by 50%,Reduces application latency by 20%,Improves user experience and doubles meeting participation,Quickly resolves 95% of user experience issues, up from 25%


Risultati
	Secures work-from-anywhere access to internet, SaaS, and private applications
	Cuts MPLS costs and help desk tickets by 50%
	Reduces application latency by 20%
	Improves user experience and doubles meeting participation
	Quickly resolves 95% of user experience issues, up from 25%
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Play Customer Video
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Craig Williams
CIO, Ciena
We have done so much strategically to embrace the cloud and mobility and prepare for the future. Our partnership with Zscaler has allowed us to start living out IT’s vision of being a competitive advantage for the business. 














Caso di studio del cliente









IT as a competitive advantage
Pre-COVID-19 pandemic, before Zoom and Microsoft Teams became ubiquitous, Ciena CEO Gary B. Smith challenged his CIO to help raise the engagement level of all employees, specifically during daily phone meetings. As a result, the Ciena IT team began investigating deploying video conferencing technology. 


However, they quickly realized that, in addition to the increasing amount of traffic attempting to access cloud-based applications, adding video conferencing at its 70 locations around the globe would heavily tax its legacy hub-and-spoke architecture. Ciena CIO Craig Williams subsequently realized that his team would need to “reimagine IT” in order to make it a competitive advantage for Ciena.


“We made it a point to rethink our entire infrastructure, applications, systems, and support models to empower our growing company,” said CIO Williams. “The first step of our business transformation was to hire the right talent. Next, we set out to replace our WAN and put in place an aggressive plan to phase out data centers, to become a cloud-first company that embraced the work-from-anywhere culture.”







Transition to SD-WAN sets stage for WFA
“We knew that we would need to make some adjustments to our existing infrastructure to support the move to video,” said Henry Ku, VP, IT – Head of Infrastructure at Ciena. “Specifically, we were looking for low-latency, high-value security solutions available from anywhere, anytime, on any device, that make it easy for our users to connect.” 


The research done by Ku and his team led them to SD-WAN technology and the joint solution of the Zscaler Zero Trust Exchange platform and VMware SD-WAN by VeloCloud. By using software-defined policies to select the best path to route traffic to the internet, cloud applications, and the data center, the Zscaler-VeloCloud SD-WAN solution reduces complexity and improves performance.


“When Zscaler came in, they did not just focus on the security team, they got all of us invested early on,” noted Ku. “Having VeloCloud and Zscaler working closely together with us was extremely helpful. Their experience made the process much smoother. If we had a problem, one phone call is all it took to bring everyone together to quickly solve the issue.”







After we implemented Zscaler, we saw 90%+ adoption of collaboration tools and slashed costs and support tickets by over 50%. 
- Craig Williams, CIO, Ciena










Reducing latency by 20% and lowering costs by 50%
The Zscaler and VMware SD-WAN by VeloCloud allowed Ciena to secure local internet breakouts at all its global locations. Removing MPLS backhauling reduced latency by 20% and provided a dramatically improved experience for the company’s employees, who are scattered across more than 35 countries. 


With the Zscaler-VeloCloud SD-WAN solution, Ciena was able to simplify its branch IT operations and rapidly deploy new locations and services with cloud-controlled, centralized security and WAN management. Plus, because SD-WAN security is provided as a cloud-delivered service, every user in every location gets identical protection—including access control, threat prevention, native SSL inspection, and data protection.


With the improved operational simplicity and reduced reliance on hardware-based solutions, Ciena saw its costs reduced by 50%. “We knew that moving to the cloud would bring a host of benefits, but the cost benefit was even larger than we initially anticipated,” said Ku. 







Extending the Zero Trust Exchange
After implementing the SD-WAN, the Ciena IT team turned its attention to leveraging further the Zscaler Zero Trust Exchange, which provides all the cloud security services of a security service edge (SSE)—secure web gateway (SWG), zero trust network access (ZTNA), and cloud access security broker (CASB), and more. First, Ciena activated the Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services.


“Previously we only had firewall protection at our corporate offices,” noted Ed DeGrange, Ciena’s Director of Cybersecurity Operations and Programs. “With ZIA, every one of our endpoints across the globe has an integrated cloud firewall and all traffic is inspected, even SSL traffic, starting on day one. Our on-prem solutions could not be scaled easily to support that SSL inspection. Even if we had done it today, tomorrow it would have been out-of-date.” 







ZDX is now the starting point for all user performance issues at Ciena. And we can pinpoint the root cause 95% of the time.
- Ed DeGrange,  Director of Cybersecurity Operations and Programs, Ciena










Empowering work from anywhere, anytime, any device
Already supportive of a hybrid working environment for its employees, Ciena was more prepared than most when the pandemic hit. The company had just finished deploying ZPA for secure, direct access to internal applications from anywhere, whether on premises, at home, or on the road. With ZPA, the IT team was able to transition easily from securing 70 offices to securing more than 6,500 employee “offices” worldwide. 


“ZPA works on all devices and, because the UI was easy to understand, adoption was very high,” said Williams. “Now, the experience that our users have while working from home, or anywhere for that matter, is no different than if they were in one of our corporate offices. As a result, our VPN infrastructure is not nearly as critical as it used to be and corporate resilience has improved significantly too.”







Okta integration enhances user experience and security
As part of its zero trust strategy, Ciena had previously deployed Okta identity and access management to authenticate users before granting access to applications. After implementing ZPA, the company took advantage of the seamless integration of Okta’s solution with the Zero Trust Exchange. Today, the Zscaler-Okta solution authenticates over 10,000 employee, contractor, and third-party identities and their respective devices before allowing access to more than 500 applications.


“The Zscaler-Okta integration not only helps us secure users, but also helps them have a better user experience,” said Michael Powers, Ciena Director of Identity Management Systems. “Monday morning, I log into my machine, Zscaler verifies me and sends me directly to the Okta single sign-on page for reauthentication. A few clicks and I'm in for the week.”


“Okta with single sign-on replaced the huge hassle and security risk associated with having tons of passwords,” Powers continued. “The addition of Zscaler Private Access made things even easier for users, plus now we’re double protected.”







We knew that moving to the cloud would bring a host of benefits, but the cost benefit was even larger than we initially anticipated. 
- Henry Ku, VP, IT – Head of Infrastructure, Ciena










Faster resolution of user experience issues
After deploying ZIA and ZPA, Ciena rolled out the Zscaler Digital Experience (ZDX) service, which is part of the Zero Trust Exchange. Ciena IT staff uses ZDX to monitor, analyze, troubleshoot, and resolve user experience issues, especially for business-critical applications, such as Okta, Microsoft 365, and internal web services. 


“Since deploying ZDX, we’ve quickly triaged and resolved many cryptic user issues,” said DeGrange. “For example, ZDX showed us that the poor internet speeds experienced by a complaining user coincided with his MacBook repeatedly switching between sleep and wake states. Updating the energy-saving setting solved the problem. Or, another example, we rapidly determined that latency at our Silicon Valley offices was caused by traffic being routed through Dallas.”


“ZDX is now the starting point for all user performance issues at Ciena,” continued DeGrange. “And we can pinpoint the root cause 95% of the time, up from 25% previously. ZDX is a critical service to allow productive work-from-anywhere experiences.”







Fulfilling the CIO’s vision
“IT as a competitive advantage includes things like improving employee engagement, enhancing their experiences, and allowing them to work from anywhere, while also driving innovation and reducing cost,” said CIO Williams. “After we implemented Zscaler, we saw 90%+ adoption of collaboration tools and slashed costs and support tickets by over 50%. Plus, our IT leaders now have a foundation that allows them to be continually focused on reinventing the company.”


“We have done so much strategically to embrace the cloud and mobility and prepare for the future,” continued Williams. “Much of it we couldn’t have done without the investment we’ve made in Zscaler. Our partnership with Zscaler has allowed us to start living out IT’s vision of being a competitive advantage for the business.”













More from this customer









Lessons learned from scaling to 6,500+ remote offices
 Read the Blog


Using ZDX to triage cryptic user experience issues
Watch the Video


Network transformation with SD-WAN and cloud security
Watch the Video


CIO Craig Williams on Ciena’s transformation journey
 Read CXO Journey
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AMN Healthcare 
Visualizza la storia di successo
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CSR
Visualizza la storia di successo
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Packaging Corporation of America
Visualizza la storia di successo
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Cox Automotive
Visualizza la storia di successo
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Tutte le storie dei clienti
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Zscaler è universalmente riconosciuta come leader nel settore dello zero trust. Sfruttando il security cloud più grande del pianeta, Zscaler anticipa, protegge e semplifica il business delle aziende più affermate del mondo.
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